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	Title:
	Use of Electronic Communication with families



	Purpose:
	The Birth to Three System must ensure that all communications with families comply with federal and state standards of confidentiality and enhance the professional relationship between the provider and family.  


Overview 
Electronic communication (emails, text messages, Facebook, LinkedIn and other social networking sites) is increasingly being used as a means of communication between staff and families. 

Confidentiality

Whether communicating with the family, supervisor, team members or anyone associated with the child’s services, reference to the child or family should either contain only non identifiable information such as the Birth to Three case number, the child’s initials, or be sent via secure manner such as encryption.  This includes all attachments. 
Electronic Communication and the Child’s Birth to Three Record
All communication between team members about a family or direct communication with families becomes a part of the child’s record.  This includes text messages, emails, and communication via sites such as Facebook.  A program can either print the electronic communication and add it to the record or identify a way to archive the information where it can be retrieved (see Record Procedure).

Electronic Communication between Parents and Providers
Discussion of the preferred manner of communication between provider and parents should be discussed and agreed upon during the initial visits with the family.  Some families may choose not to use electronic communication, or limit its use due to financial or equipment constraints.  It is recommended that documentation of this discussion be in the child’s record. 
The discussion of the use of social network sites should also occur during the initial visits with the family.  Families should be informed that while their child is receiving services through Birth to Three the provider will be unable to communicate with them via personal social network sites.  Families should be encouraged to sign up for the Birth to Three Facebook site.  

Caution should always be taken whenever using any form of electronic communication for the following reasons: use of personal email, cell phone numbers or personal social network sites can be accessed by others not working with the family; if a complaint leads to an investigation all electronic communication records (including personal email accounts) could be requested through the Freedom of Information Act.  Finally, the use of electronic communication may make maintaining professional boundaries more difficult by allowing both families and providers access to personal cell phones, emails and texts at all hours of the day and night.

Email Guidelines 
The following guidelines are offered as suggestions for staff that choose to use emails to communicate with families:

· Joint personal emails and unprofessional sounding personal email addresses should never be used by providers. 
· Careful attention should be paid to the address the email is being sent to in order to avoid sending the email to an unintended recipient.

· Read the email carefully before you send it checking that all personal information about the family is de-identified and the intent of the message is clear.

· Keep messages short and concise and encourage families to do the same.
· The signature at the end of the email should include your full name, email address, work address, phone number and job description (i.e. Occupational therapist, BCBA)
· Never use all capital letters. This is the online equivalent of shouting.

· Avoid using URGENT and IMPORTANT
· The use of a confidentiality disclaimer at the bottom of emails sent to or about families is encouraged. The following is an example of a confidentiality warning. 
Confidentiality Warning: This e-mail contains information intended only for the use of the individual or entity named above. If the reader of this e-mail is not the intended recipient or the employee or agent responsible for delivering it to the intended recipient, any dissemination, publication or copying of this e-mail is strictly prohibited. The sender does not accept any responsibility for any loss, disruption or damage to your data or computer system that may occur while using data contained in, or transmitted with, this e-mail. If you have received this e-mail in error, please immediately notify us by return e-mail. Thank you.
Text Message Guidelines

The following guidelines are offered as suggestions for staff that choose to use text messages to communicate with families:
· Always ask permission from a family before you begin texting them. Some phone plans may not cover texting or may charge for each text sent. Or the family may prefer voice messages left on their phone.

· Use text messages sparingly, for example, to update families on a change in appointment time.
· Always end your text with your first and last name. Do not assume the family has your name as a contact in their phone or will recognize your telephone number.
· Make sure all information in the text is de-identified and does not contain any personal information about the family.
· Keep the text strictly professional. Do not use texting shorthand assuming the family will understand. Do not use slang or all capital letters.
· Do not respond to a telephone call with a text message.

· Do not send text messages late in the evening or early in the morning.
· Careful attention should be paid to the telephone number the text is being sent to in order to avoid sending the text to an unintended recipient.

· Do not check your text messages or answer text messages while you are with a family. It is just as rude as talking on the telephone.
· Do not rely on text messaging with families as your sole form of communication with them. 
· As with emails, text messages are considered part of the record and must be included in the file. If your phone does not allow you to email a text message where it can be printed out or archived where it can be retrieved, do not communicate with families via text.
_____________________
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